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1. [bookmark: _Toc164415674]Introduction

This guidance applies to Shared Lives carers (and Shared Lives support carers/ volunteers – see section 8) who handle personal and/or special category data on behalf of Hampshire County Council. The information handled might be paper-based, electronic or in any other format including spoken information.

The aim of this Shared Lives safe information handling guidance is to promote good working practices and enable and support carers in how they handle information.

The impact of poor information security practices can have a significant effect on the lives of those customers and clients who we hold information on, many of whom are the most vulnerable in the community. 

Information created and held for the purposes of the County Council for its services or business is the intellectual property of the County Council regardless of where it is stored.  

It is the responsibility of all Shared Lives carers handling personal and special category information to be able to demonstrate that they have followed Data Protection legislation and this guidance.

Guidance to ensure compliance with the UK General Data Protection Regulation (GDPR) and Data Protection Act 2018 (DPA) is also contained on the ICO website. Shared Lives carers are also required to undertake the Data Protection (GDPR) eLearning package on the Learning and Management System (LMS) at induction and then refresh this annually.
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Shared Lives carers are required by UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DP legislation) to ensure that the personal data they process, store, and use is kept safe and secure, and protected from loss, destruction, or unauthorised disclosure.  
 
The County Council has a legal and moral obligation to individuals to safeguard  personal or special category data.

In the event of a potential data protection incident taking place, involved individuals will be asked to show that they took the precautions set out in this guidance. If they took a different approach, they will be asked to show how this was in keeping with the principles of this guidance.

The safe working practices set out in this guidance will help to ensure that Shared Lives carers keep information within ‘information safe havens’, i.e. safe environments and safe working practices which help to protect it from unauthorised disclosure.
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Shared Lives carers are always personally responsible for the information, in whatever format, in their care. They must safeguard the security of personal and special category information for which they are responsible or which they access in order to carry out their work and conform with the Data Protection Principles, only using information that they need to complete the tasks associated with their role.

Primarily Shared Lives carers will handle:

	Information about people 

	This includes:
1. Personal information, i.e. can be linked to and/or identifies customers, service users or staff and tells you something about that person.
1. Special category information, i.e. information which reveals sensitive information about an individual, such as health information or religious / political opinions. 
1. Information which is restricted or confidential at law, i.e. an actionable breach of confidence. This is when information was provided to us in confidence and if the County Council disclosed information the provider or third party could take the County Council to court.





The Information Commissioners Office (ICO) provides some useful guidance about what personal data is: Personal information - what is it? | ICO.

Information on special category data can be found here: Special category data | ICO.
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The personal information handled by Shared Lives carers about individuals can be classified into two broad levels: high-risk sensitive (special category) data and personal data. They essentially relate to levels of privacy.

	Special category data

High risk sensitive



(HIGH RISK)

	This includes data defined by UK GDPR as Special Category Data, data defined by the DPA as having a similar status, and data defined by the County Council as high risk.

Information revealing an individual’s:
· Racial or ethnic origin
· Political opinions
· Religious or philosophical beliefs  
· Trade union membership 
· Health data
· Sex life or sexual orientation
· Genetic data or biometric data
· Criminal offences and proceedings (committed or alleged) 

E.g. medical records, personal assessments.

The circumstances of the individual’s life are relevant to determining whether straightforward personal information (name, address, etc.) should be viewed as high-risk sensitive data. 

Additional information viewed as sensitive and high risk by the County Council:
1. National Insurance number
1. Financial/payroll details
1. HR records


	Personal Data

(MEDIUM RISK)
	
Personal data is any information that relates to an identified or identifiable living person. This can include (but is not restricted to):
1. Name
1. Address
1. Date of birth
1. Telephone number
1. Email address
1. Location data
1. Online identifiers
1. Identification numbers

Information found in the public domain that identifies somebody is still personal data.

(Remember, the circumstances of the individual’s life might mean that this information should be handled as high-risk sensitive data, e.g. domestic abuse/safeguarding.)



Shared Lives carers should familiarise themselves with these levels of sensitivity so that they are able to categorise the information they are handling. 

Shared Lives carers must also undertake the Data Protection eLearning module (called ‘Data Protection (GDPR)’) as part of their induction and at yearly intervals as required. This eLearning contains further training and guidance regarding UK GDPR, the sensitivity of different types of data and the obligations set out in the legislation.
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UK GDPR – the principles relating to processing of personal data

Personal data shall be:

1. processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);
1. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes (‘purpose limitation’);
1. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);
1. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
1. storage limitation; kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed 
1. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate measures (‘integrity and confidentiality’).





For the County Council to share information with Shared Lives carers it must be done in accordance with UK GDPR:

In compliance with UK GDPR the legal basis for our use of this information is UK GDPR Article 6 1e ‘task carried out in the public interest or in the exercise of official authority’ under the Care Act 2014 and Article 9 2 g ‘for reasons of substantial public interest and Data Protection Act 2018 Schedule 1 para 6 ‘government purposes’ under the Care Act 2014.  

If you have any queries about this, please contact your Shared Lives officer for advice. 
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To help to protect the information held by Shared Lives carers, carers are responsible for supporting information security. They should:
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To keep safe and maintain service user privacy when using social media we recommend that Shared Lives carers: 

Maintain a professional distance between yourself with any other individual/ child/service user, as you would when communicating with service users via any other method.

Be clear about how to use the social media sites and that you are able to confidently adjust settings, particularly privacy settings.

Do not post information on any social media channel which could identify a service user unless you have their permission.  Any images identifying a service user must be discussed with your Shared Lives officer prior to adding the image to social media.  

Use private, traditional communications channels for any interaction or information that can have privacy implications.
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The Shared Lives carer may work with volunteers to help support a service user. In this case, volunteers may need to access relevant information about the service user. This may include documentation such as, ‘All About Me’, risk assessments, communication plans or mobility information. 

Before a volunteer is given access to any service user information they must have been approved as a volunteer by the Hampshire County Council Shared Lives Scheme, and the service user must consent to sharing information. This will include the volunteer undergoing specific training and a Disclosure and Barring Service (DBS) check to ensure they are safe and suitable for the volunteer role.

Volunteers must also adhere to the ‘Safe Information Handling in Shared Lives’ guidance. They must handle information in accordance with UK GDPR and the DPA.
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Step 1: Immediately contact your Shared Lives officer or key County Council contact.  
 
Step 2: Take steps to retrieve the information, including: 
1. Attempt to recall an email sent to the wrong person(s).
1. Ask the recipient to delete an email they have incorrectly received. 
1. Contact the recipient of wrongly disclosed information and ask them to return the information or collect it yourself. 
1. Retrace your steps or search the immediate area for mislaid paper documents. 
 
A ‘Reporting a data incident form’ must be completed by the Shared Lives officer. Please provide as much information as you have at that time, but do not delay in submitting it even if you do not have all of the information. 
 
Step 3: The County Council will then implement the procedures for investigating and assessing the incident. The Shared Lives carer must cooperate in any investigation by the County Council.
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Paperwork and devices


Keep paperwork and devices locked away or, if not possible, out of sight of other people at home when not in use.


Set up a password to access devices used for storing and accessing client records, keep their passwords secure and not share them with others.


Verbal Information


Exercise discretion before discussing personal / special category information in public/shared areas, including public transport, cafés or in shared living spaces.


To dispose of files the Shared Lives carer should return all records to the Shared Lives Team at the County Council, who will make arrangements for them to be archived or securely disposed of.


Avoid keeping paperwork in laptop bags in case of burglary.


When using your car to transport information, keep documents and devices out of sight, and do not leave these in your car overnight.


If in a public place, do not disclose information by phone where you can be overheard. If you cannot find a sufficiently private location for your call, postpone the conversation. Consider who is around you when making telephone calls and exercise discretion in what is said, applying the principles within the UK GDPR.


Do not include information in a voicemail message or convey it to anyone other than the intended recipient (including family members, carers or guardians) unless you have confirmation that they have the authority to act on behalf of the involved person.



Work area


Set up a suitable work area, if possible, where you can minimise your screen being visible to others, and lock your screen (Windows key + L) when you step away from your computer.


Do not display or store sensitive information in a way that could be visible from outside of a secure area, such as keeping records on a windowsill in a ground floor room.


Security


Report any concerns to your Shared Lives officer as soon as possible.


Do not include personal information in meeting requests or calendar details. Calendars can be viewed by people and organisations that you may have shared your calendar with.


Lock documents and records down with the appropriate levels of security so that only authorised people can view personal details.


Emails


Email information will be sent to the Shared Lives carer in confidential emails by the County Council. To maintain the encryption, the Shared Lives carer should simply reply to the original email.


If you are sending a mailing out to people at their personal email addresses, these email addresses are personal information and should not be shared between the recipients. Before considering the use of BCC, please refer to the ICO email and security guidance. Copy email addresses rather than manually typing these where possible. 


Apply Data Protection principles: send a minimum of personal information and on a need-to-know basis, anonymise where possible.


image1.jpeg
@ Hampshire

County Council




