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Introduction

The Hampshire Shared Lives service adheres to Hampshire County Council’s Data Protection Policy. Hampshire Shared Lives carers, volunteer support carers and all Hampshire Shared Lives officers will be trained and provided with information and guidelines on the responsibilities and requirements of maintaining confidentiality and the protection of personal data.

Shared Lives carers are provided with Data Protection training at the point of recruitment to the Scheme, within Stepping Forward/Stepping Back training, then subsequently on a yearly basis via eLearning. Those carers who have limited IT access will be supported by their Shared Lives officer to complete and understand their responsibilities.

[bookmark: _Toc173245379]How will this happen?

[bookmark: _Int_c3IaEdRP]To support safe handling of information the Hampshire Shared Lives service will utilise digital information storing and sharing systems in preference to paper or hard copies of documents. This includes the use of digital signatures.  

It is accepted that some carers and/or service users may continue to work with paper information, but this remains subject to the General Data Protection Regulation (GDPR) and must be kept secure in a lockable space.

In a Shared Lives setting, information that is confidential to the service user will be shared and recorded using encrypted email. This includes but is not limited to: 

· All About Me documentation
· Service user risk management plan
· Medical information
· Shared Lives placement agreement
· Reports from other professionals
· Financial information
· Legal documents

[bookmark: _Int_O0KWaRCd]Information containing personal and sensitive details in relation to a service user may also be shared verbally.  Only relevant and proportionate information should be shared and given on a need-to-know basis. Consideration and respect must be given to the service user’s consent to share information with third parties. 

It is acknowledged that carers do have relationships with other carers, but it is emphasised that confidential information pertinent to individual service users must not be disclosed and could be seen as a breach of confidentiality.

[bookmark: _Int_krgisOte]It is important for everyone in a Shared Lives setting to understand the purpose of confidentiality and its limitations. Shared Lives carers, Shared Lives officers and service users need to respect the confidentiality of others within the Shared Lives arrangement and work within the legal requirements.  Examples of these are:

· Involving the service user in discussions around confidentiality.
· Informing service users about their choices in confidentiality (the ‘Permission to share’ form).
· Informing services users how confidential information will be shared.
· Recording of confidential information.
· Safe storage and handling of confidential information.
· Safe use of social media (i.e. internet, mobile phones, X, Facebook and text messaging).

Some situations may occur where confidentiality cannot be maintained. It is everyone’s responsibility to recognise when this happens and know how to respond and seek advice. Some examples are as follows:

· When the person is at risk or in danger.
· When the person makes a disclosure (i.e. physical or financial abuse). 
· If the person discloses that they have broken the law.
· If the person is threatening to harm themselves.
· If the person is threatening to harm others.
· If the person is being bullied or harassed.
· If the person has an infectious condition where their health or the health of others may be at risk.

If any of the above concerns are identified about the person where confidentiality cannot be respected then the Shared Lives carer, Shared Lives officer and service user will need to inform and seek guidance and advice from the Shared Lives Management Team.

All data breaches must be informed to the Hampshire Shared Lives service and will be investigated by Hampshire County Council’s Adults’ Health and Care Data Protection Team.



[bookmark: _Toc173245380]


Record keeping

[bookmark: _Int_dMf58Dyq]Keeping records is an essential part of running a safe and efficient service. Any information that the Hampshire Shared Lives service keeps about a service user or carer must be accurate and up to date and only used for the specific requirements that it is intended.  It must also be kept securely and comply with laws, including the Data Protection Act 1998.  

Information about the individual is required to:

· Enable the support to be person centred
· Meet the individual's needs and outcomes
· Ensure consistency of approach 
· Minimise risk
· Provide clear governance and an audit trail

Examples of such information include:

· Their assessment of needs, All About Me, Shared Lives Placement Agreement and risk assessments.
· Health issues and medication.
· Personal goal setting and outcomes.
· Yearly reviews.
· Any accidents or serious illnesses or other adverse events affecting the person.
· Any concerns or complaints.

Within the Hampshire Shared Lives service, individuals live in a family home not within an office environment. However, carers must ensure that any information is sourced, stored safely and effectively, and have an awareness of their responsibilities in keeping this information confidential. Shared Lives officers will review the information-storing arrangements as part of the carer's yearly appraisal. 

The person has a right to know what information is being kept about them. This process is called a Subject Access Request (SAR). You can find more detail about this process at Making a request under the General Data Protection Regulation (GDPR) | About the Council | Hampshire County Council (hants.gov.uk).

[bookmark: _Int_sMC4meGB]Other professionals and organisations may play an important part in the person’s life, as will their family and friends and representatives. So, on occasions, we may need to share information with them in order to provide the person with a safe service. To be able to share this information the following must apply:

· A ‘Permission to share’ form is completed within the Hampshire Shared Lives service at the point of referral and as part of the assessment process.
· If someone is assessed to lack the capacity to consent to information sharing, a best interests decision must be clearly defined to reflect this.
· A review of such consent should be carried out at least on a yearly basis or when there is a request for new involvement. It needs to be acknowledged that an individual has the right to retract that consent at any time and that someone may have fluctuating capacity.
[bookmark: _Toc173245381]
Shared Lives Officers (SLOs)

Carer and service user information will be always stored securely.

In office(s), any remaining paper files will be kept in lockable filing cabinets and archived in line with Hampshire County Council retention policies. 
 
Shared Lives officers have access to Hampshire County Council issued laptops and devices which are individualised and password protected. These need to be closed and locked when not in use.

Transportation of any device or paper information must be kept secure in a lockable bag. 

Shared Lives officers are not permitted to allow any other professional/persons to access their password/device. 


[bookmark: _Toc173245382]What to do with paperwork when a placement ends or a carer retires

When the Shared Lives arrangement ends, the Shared Lives carer must return any paper information to their Shared Lives officer to be archived/stored appropriately and in line with Hampshire County Council Data Protection guidance regarding secure transport/storage. Where information is required to be kept by the carer, for instance for tax purposes, this needs to be discussed with the Shared Lives officer and agreed with the Shared Lives Management Team. 

With regards to any digital stored information, please advise your Shared Lives officer if this applies if you are leaving the scheme or a service user moves.


[bookmark: _Toc173245383]Access to information

[bookmark: _Int_lyaQduM9]A person has a right to know what kind of information is required by the Hampshire Shared Lives service and the ways in which it is written down and stored.  

Service users will be supported to take ownership/be involved with the information held about them.
Information can only be shared with others (including relatives) in line with the individual’s permission to share. 

[bookmark: _Int_XGkv52N4]As Hampshire Shared Lives service is regulated by the Care Quality Commission, inspectors may request to view service user files to ensure the service is compliant with regulation. Hampshire County Council has an information sharing protocol with such regulators and they are also bound by Data Protection regulations.  

More information in relation to how Hampshire County Council uses information and how individuals can access their records can be found here:  Adult Social Care Privacy Notice | Health and social care | Hampshire County Council (hants.gov.uk)
































	
	Date: 
	 
	Confidentiality and Data Protection V1

	Effective date: 
	 
	28/02/2026

	Review date: 
	 
	28/02/2027

	Author: 
	 
	Helen Bradshaw/ Carers group

	Authority to vary: 
	 
	HCC Care SMT 

	Policies/procedures cancelled or amended: 
	 
	

	Amendment: 
	Date: 

	Table with breakdown added
	28/02/2026

	
	

	
	
	
	



2 SL OPG (3) - Confidentiality and Data Protection V1
image1.jpeg
@ Hampshire

County Council




